Abstract-Ownership transfer privacy, including forward untraceability and backward untraceability, is a specific privacy problem in supply chain. A lightweight ownership transfer privacy protocol with mutual authentication based on universal hash function is proposed. There are two keys in OTP π . The private key that generated by pseudo random number generator is updated on every reply to the request of the reader and ensures the anonymity of the tag. The public key that generated by universal hash function is updated after every successful authenticating and ensure the mutual authentication, correctness and privacy. The security and privacy of the OTP π is ensured by the collision resistance of the universal hash function.
I. INTRODUCTION
In the system of supply-chain based on RFID, the ownership of the tagged item, and the RFID attached with it, will be exchanged between the different entities such as factories, retailers and the customers. At the moment of the transfer, both new and old owners have the same information about the tag. This might cause privacy problems. At that situation, there might be two attacks. (i) The new owner might track the previous interactions of the old owner and the tag or (ii) the old owner might track the previous interactions of the new owner [1] . The aforementioned attacks are called backward traceability and forward traceability, respectively [2] [3] . An ownership transfer protocol allows transferring the rights over a tag from the current owner to the new one in a secure and private way.
Kardas etc. [4] taking into account the tradeoff between implementation complexity and security, proposed a ownership transfer privacy protocol based on hash function and PRNG. But the scheme considers only the authentication of reader to tag and suffers from location privacy attack. The security mechanism proposed by Molnar etc. [5] relied on the control of ownership by Trusted Third Party(TTP) to ensure the protection of ownership transfer. In the scheme, the backend database acting as the TTP retains the control right of the tag. The temporary owners and the readers can only obtain part information of the tags.
Another scheme [6] achieves backward privacy under an assumption that the adversary misses one subsequent successful ownership transfer privacy protocol between the reader and the compromised tag. But the scheme did not consider forward privacy problem.
In this paper, a new ownership transfer security protocol OTP π that making use of universal hash function and pseudorandom number generator as security mechanisms is proposed. We prove that OTP π satisfies the attributes of mutual authentication, correctness and ownership transfer privacy.
The outline of the paper is as follows. Section 2 describes the security and privacy model that includes attributes of the system, attack ability of the adversary and the security and privacy objective. In section 3, the proposed ownership transfer protocol OTP π is described in a detail.
The security and privacy analysis of the OTP π is shown in section 4. In section 5, we conclude the paper.
II. SECURITY AND PRIVACY MODEL
The communicating parties are a database, a reader and a tag. The database maintains information for the tags that it owns. In this paper, the term reader is used to mean a combination of a backend database and the reader.
Forward privacy is regarded as the highest privacy level in [7] . In this paper, we consider the even stronger adversary and suppose the tags can be used normally after tampered by the adversary.
The three cryptographic characteristics should be satisfied by the RFID protocol are security, privacy and correctness.
In the RFID context, the security means the illegal tags or readers should not be taken as legitimate ones by the system. The scheme is security if it can provide mutual authentication of both readers and tags.
The privacy means the protocol should not leak any information about the user to the adversary. As has been discussed in the former section, the ownership transfer privacy containing backward untraceability and forward untraceability has the highest privacy level.
Correctness is another attribute that should be satisfied by the scheme. The correctness requires the RFID system to efficiently provide normal service for legitimate readers and tags. In practice, some attacks, such as desynchronizing attack [8] , may make inconsistency between the tag and the database cause the tag enter a state of unrecoverable and cannot be identified correctly in subsequent sessions. Step 1: Query. The reader generates random number j a and sends it to the tag.
Step 2: R authenticating T. Step 3: T authenticating R. The attack of the adversary is supposed to be divided by two stages. In the first stage, named learning stage, the adversary eavesdrops on the communication channel between the reader and the tag. It gathers not only the all messages transmitted through the channel but also the result, success or fail, of the authentication. In the second stage, named attacking stage, the adversary launches attacks to the RFID system.
The adversary may gather some groups of information h is kept secret to the adversary. The anti-collision characteristic of the hash function ensures the success probability of the adversary is no more than random guessing.
Because the information transferred between the tag and the reader are universally hashed by i h , so the situation of privacy and correctness is the same with the security.
V. CONCLUSIONS
The ownership transfer protocol OTP π adopts challengeresponse mechanism to realize the mutual authentication of the tag and the reader. The tag replies the query of the reader by pseudorandom number generated by PRNG. The key shared by the tag and the reader is changed by universal hash function after successful authentication. The anticollision characteristic of the hash function provides security, privacy and correctness of the RFID system. Adopting universal hash function and pseudorandom number generator as security mechanism, the OTP π is a kind of lightweight security and privacy protocol that suits low cost RFID tag such as EPCglobal C1G2.
